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Privacy-preserving confidential computing platform

= Confidential Computing System (CoCoS) is a
platform for defining and executing confidential
workloads, especially in the context of data

sharing and collaborative multiparty computation.
* Protecting data “in use” using hardware Trusted
Execution Environments (TEEs) or Enclaves
= Linux-based HAL (kernel + bootloader + rootfs), low
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= Bring up a secure VM using AMD SEV-SNP enabled hardware

Description

= Establish a secure networking channel with in-enclave

Agent for secure transport of data and algorithm files . @ - = e — Ut enim ad minim
» Test the obtained results from the computation I veniam, quis nostrud
- Fow = == 4 exercitation ullamco

laboris nisi ut aliquip
ex ea commodo

Cert File:

Server CA File:
Client CA File:

« Users define the computation using the computation

management service 1A 49 = consequat.
 The Manager receives the configuration files
: : - Cloud Ui
(computation manifest) and TLS certificates
from the computation management service
= The Manager launches the Confidential VM (CVM)
and forwards the configuration and certificates to :
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CVM runs the expected code on the expected hardware and is Data and algorithm upload (MTLS) and result download -

configured correctly. Computation flow
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