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▪ Confidential Computing System (CoCoS) is a
platform for defining and executing confidential
workloads, especially in the context of data
sharing and collaborative multiparty computation.
▪ Protecting data “in use” using hardware Trusted

Execution Environments (TEEs) or Enclaves
▪ Linux-based HAL (kernel + bootloader + rootfs), low

TCB and attestation with cryptographic signatures

▪ Software Manager for Enclave deployment and
monitoring

▪ In-enclave Agent for secure networking and
computation execution with remote attestation
protocol support

▪ User CLI for communication with the Agent
▪ User roles for collaborative computation such as

data provider, algorithm provider and result
consumer

▪ Computation service for users to form
organizations

▪ Demo:
▪ Collaborative AI with CoCoS

▪ Covid19 datasets with an AI algorithm that runs in
the TEETechnical approach - CoCoS with AMD SEV-SNP
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Privacy-preserving confidential computing platform

▪ Goals:
▪ Provide demonstration of secure execution for multiple

users on AMD SEV-SNP enabled hardware

▪ Bring up a secure VM using AMD SEV-SNP enabled hardware

▪ Establish a secure networking channel with in-enclave 
Agent for secure transport of data and algorithm files

▪ Test the obtained results from the computation

▪ Flow:

▪ Users define the computation using the computation
management service

▪ The Manager receives the configuration files
(computation manifest) and TLS certificates 
from the computation management service

▪ The Manager launches the Confidential VM (CVM)
and forwards the configuration and certificates to
the Agent

▪ CVM is a small Enclave OS completely in RAM thus 
ensuring that once the VM shuts down all the data
inside the VM is deleted/gone

▪ Users use CLI to verify and validate the CVM by 
validating and verifying the attestation report of
the CVM sa part of the remote attestation process

▪ Remote attestation is a process in which one side (the CVM) 
collects information about itself and sends that information to 
the client (user) so that the user can verify and validate the 
CVM. The successful verification proves to the user that the 
CVM runs the expected code on the expected hardware and is 
configured correctly. Computation flow

Data security triad with enabled TEEs

Manager with computation service

Enclaves are baremetal
(they override host OS)

Cloud UI
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